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Roles and Responsibilities

Roles and Responsibilities

STEPS REQUIRED TO SET UP AWS DIRECT
CONNECT CONNECTIVITY

SET UP PHYSICAL CONNECTIVITY TO AWS DIRECT CONNECT LOCATION

END CUSTOMER CENTURYLINK AWS

Order Layer 3 connection to AWS Direct Connect location X

Provision Layer 3 device with BGP X
Decide on the type of BGP peering required (public or X

private)

ORDER VIRTUAL CIRCUITS(S) ON EQUINIX CLOUD EXCHANGE TOWARDS AWS CLOUD EXCHANGE

Create Virtual Circuit to AWS X
Monitor Virtual Circuit to AWS X
SET UP BGP PEERING BETWEEN CENTURYLINIK PROVIDED CUSTOMER EDGE AND AWS EDGE DEVICE

Configure BGP Peering on Customer Edge X

Configure BGP Peering on AWS side via Portal X

LINK SERVICES ON AWS TO THE DEDICATED CIRCUIT

Accept Hosted Connection via AWS Portal X
Create & link Virtual Interface X
Create & attach Virtual Private Gateway to VPC X
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Purpose

The purpose of this document is to provide an end-to-end walk
through for a customer setting up an AWS Direct Connect for the first
time for use with CenturyLink’s IQ+ Cloud Port service.

Please note, information contained in this document should serve as
a supplement to AWS documentation linked throughout this
document. Users should check the provided links to obtain the most
up-to-date information.

 Please work with your account teams for questions not answered in
this document or associated links:
« For Amazon AWS, please contact your AWS account representative

* For CenturyLink IQ+ Cloud Port, please contact your CenturyLink account
representative
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Background Information

What is AWS Direct Connect (
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AWS Direct Connect links your internal network to an AWS Direct Connect location. One end of
the connection is connected to your network, the other to an AWS Direct Connect router. With
this connection in place, you can create virtual interfaces directly to the AWS cloud services,
bypassing the public Internet. An AWS Direct Connect location provides access to Amazon Web
Services in the region it is associated with, as well as access to other US regions. For example,
you can provision a single connection to any AWS Direct Connect location in the US and use it to
access public AWS services in all US Regions.

CenturyLink Supported AWS Regions and Interconnect Points
AWS Direct Connect Location AWS Region
Equinix DA1, DA2, DC6 & DC10 US East (Virginia)
Equinix CH1, CH2 & CH4 US East Ohio (Chicago)
Equinix SV1 & SV5 US West (Northern California)

\1/ .
-, CenturyLink’
Business


http://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html

AWS 

		AWS Direct Connect Locations

		AWS Region		Cloud Interconnect Location		Service		Interconnect Availability		CTL Network Service, Delivery Address		CTL Ordered Cross Connect Required		Notes

		US East (Virginia)

				Ashburn, VA
(AWS = Equinix DC1-DC6)		IQ+ Cloud Port		NOW		21701 FILIGREE CT, ASHBURN, VA 20147, Suite 100		n/a		Shared CE exists today. PSB solution coming soon (max port size 1G)

						OWS / IQ Private Port		NOW		21701 FILIGREE CT, ASHBURN, VA 20147, Suite 100		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection; see Local Access Answer Guide  below:

														Local Access Answer Guide

				Dallas, TX
(AWS = Equinix DA6)		IQ+ Cloud Port		NOW		1950 North Stemmons Freeway, Suite 3050, Dallas, TX  75207		n/a		PSB solution, max port size 1G

						OWS / IQ Private Port		NOW		1950 North Stemmons Freeway, Suite 3050, Dallas, TX  75207		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Boston, MA
Markley Boston, LLC		OWS / IQ Private Port		NOW		One Summer Street, 3rd Flr, Suite B-08,  Boston, MA 02110		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				New York, NY
(AWS = Coresite 32 Ave of the Americas)		OWS		NO		32 Avenue of the Americas, NY, NY		n/a		No current CTL access to this AWS location

				Newark, NJ 
(AWS = Market Halsey Urban Renewal NWRKNJMD)		OWS / IQ Private Port		NOW		165 Halsey Street, 9th Flr, Newark, NJ 07102		n/a		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)



		US East Ohio (Chicago) 

				Chicago, IL
(AWS = Equinix CH1, CH2  & CH4)		IQ+ Cloud Port		NOW		350 E CERMAK RD, 7th Floor Transport, CHICAGO, IL, 60616		n/a		PSB solution, max port size 1G

						OWS / IQ Private Port		NOW		350 E CERMAK RD, 7th Floor Transport, CHICAGO, IL, 60616		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Houston, TX
(AWS = CyrusOne West 1)		OWS / IQ Private Port		NOW		5150 WESTWAY PARK BLVD, HOUSTON, TX 77041		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

		US West (Northern CA)

				San Jose, CA
(AWS = Equinix SV1 & SV5)		IQ+ Cloud Port		NOW		11 Great Oaks Blvd, San Jose CA 95119 Suite 100		n/a		PSB solution, max port size 1G

						OWS / IQ Private Port		NOW		11 Great Oaks Blvd, San Jose CA 95119 Suite 100		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Santa Clara, CA
AWS = CoreSite (SV3 - SV7)		OWS / IQ Private Port		NOW		2972 STENDER WAY 1st Flr, Suite 122, SANTA CLARA, CA 95054		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Los Angeles, CA
(AWS = Equinix LA1)		OWS / IQ Private Port		NOW		600 West 7th Street, 6th Floors, Los Angeles, CA 90017		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Los Angeles, CA
(AWS = Equinix LA2)		OWS / IQ Private Port		NOW		818 West 7th Street, Suite 600, Los Angeles, CA 90017		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Los Angeles, CA
(AWS = Coresite One Wilshire)		OWS		NO		900 N Alemeda St. Los Angeles, CA 90012 Suite 213				No current CTL access to this AWS location

		US West (Oregon)

				Seattle, WA
(AWS = Equinix SE2 & SE3)		IQ+ Cloud Port		Coming Soon		2001 Sixth Ave, The Westin Bldg Suite 1303, Seattle, WA 98121		n/a		PSB solution coming soon, max port size 1G

						OWS / IQ Private Port		NOW		2001 Sixth Ave, The Westin Bldg Suite 1303, Seattle, WA 98121		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Las Vegas, NV
(AWS = Switch SUPERNAP 8)		OWS		NOW		7135 S. Decatur Blvd., LAS VEGAS, NV 89118		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

		 AWS GovCloud (US)

				San Jose, CA
(AWS = Equinix SV1 & SV5)		IQ+ Cloud Port		NO				n/a		AWS Gov Cloud not yet on Equnix Cloud Exchange

						OWS / IQ Private Port		NOW		11 Great Oaks Blvd, San Jose CA 95119 Suite 100		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

		EU Central (Frankfurt)

				Frankfurt, Germany
(AWS = Equinix FR5)		IQ+ Cloud Port		Coming Soon		Larchenstrasse 110, 65933 Frankfurt-Griesheim, Germany (FR4)		n/a		PSB solution coming soon, max port size 1G

						IPL  		NOW		Larchenstrasse 110, 65933 Frankfurt-Griesheim, Germany		Yes

				Frankfurt, Germany
(AWS = Inerxion FRA6)				NO		n/a		n/a		No current CTL access to this AWS location

		EU West (Ireland)

				London, England
(AWS = Equinix LD5 Slough)		IQ+ Cloud Port		Coming Soon		8 Buckingham Avenue, Slough Trading Estate, Berkshire SL1 4NB U.K.		n/a		PSB solution coming soon, max port size 1G

						IPL		NOW		2 Buckingham Avenue, Slough Trading Estate, Berkshire SL1 4NB U.K.		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Dublin, Ireland
(AWS = Eircom Group)				NO		n/a		n/a		No current CTL access to this AWS location

				London, England
(AWS = Telecity Group Docklands)				NO		n/a		n/a		No current CTL access to this AWS location

		Asia Pacific (Tokyo)

				Tokyo, Japan
(AWS = Equinix TY4)		IQ+ Cloud Port		Coming Soon		North Tower, Otematchi Financial City,  Otemachi, 1-9-5, Chiyoda-ku, Tokyo 100-0004 (TY4)		n/a		PSB solution coming soon, max port size 1G

				Tokyo, Japan    
(AWS = Equinix TY2)		IPL		NOW		3-8-21 Higashi Shinagawa Shinagawa-ku Tokyo, Japan 140-0002		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Osaka, Japan
(AWS = Equinix OS1)				NO		n/a		n/a		No current CTL access to this AWS location

		China (Beijing)

				Beijing, China (CIDS)				NO		n/a		n/a		No current CTL access to this AWS location

				Beijing, China (Sinnet)				NO		n/a		n/a		No current CTL access to this AWS location

		Asia Pacific (Singapore)

				Singapore
(AWS = Equinix SG1)		IQ+ Cloud Port		Coming Soon		20 Ayer Rajah Crescent, Ayer Rajah Industrial Park, Singapore 139964		n/a		PSB solution coming soon, max port size 1G

						IPL		NOW		20 Ayer Rajah Crescent, Ayer Rajah Industrial Park, Singapore 139964		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Global Switch		IPL		NOW		Global Switch - 2 Tai Seng Avenue,  Singapore 534408		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Mumbai, India
(AWS = GPX India Pvt.)				NO		n/a		n/a		No current CTL access to this AWS location

		Asia Pacific (Sydney)

				Sydney, Australia
(AWS = Equinix SY3)		IQ+ Cloud Port		Coming Soon		NexDC S1 - 4 Eden Park Drive, Macquarie Park, NSW, 2113		n/a		PSB solution coming soon, max port size 1G

						IPL		NOW		Unit B 639 Gardeners Rd., Mascot NSW 2020, Australia		Yes		Requires an ICB-priced On-Net Local Access – 3rd Party Connection (see Local Access Answer Guide in notes)

				Sydney, Australia
(AWS = Global Switch SY6)		IPL		NO				n/a		No current CTL access to this AWS location

		South America (Sao Paulo)

				Sao Paulo, Brasil
(AWS = NAP do Brasil)				NO		n/a		n/a		No current CTL access to this AWS location

				Sao Paulo, Brasil
(AWS = Tivit - Transamerica)				NO		n/a		n/a		No current CTL access to this AWS location

				AWS Direct Connect Locations		https://aws.amazon.com/directconnect/faqs/

				OWS / IQ Private Port option requires an ICB-priced On-Net Local Access – 3rd Party Connection; see Local Access Answer Guide at:								Local Access Answer Guide
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				CenturyLink Supported AWS Regions and Interconnect Points

				AWS Direct Connect Location		AWS Region

				Equinix DA1, DA2, DC6 & DC10		   US East (Virginia)

				Equinix CH1, CH2 & CH4		   US East Ohio (Chicago)

				Equinix SV1 & SV5		   US West (Northern California)





Azure

		Azure Express Route Locations

		Note: OWS/IQ Private are not available with MSFT Azure

		Azure Region		Cloud Interconnect Location		Service		Interconnect Availability		CTL Network Service, Delivery Address		CTL Ordered Cross Connect Required		Notes

		North America

				Chicago		IQ+ Cloud Port		NOW		350 E CERMAK RD, 7th Floor Transport, CHICAGO, IL, 60616		n/a		PSB solution, max port size 1G

				Silicon Valley		IQ+ Cloud Port		NOW		11 Great Oaks Blvd, San Jose CA 95119 Suite 100		n/a		PSB solution, max port size 1G

				Washington DC		IQ+ Cloud Port		NOW		21701 FILIGREE CT, ASHBURN, VA 20147, Suite 100		n/a		Shared CE exists today. PSB solution coming soon (max port size 1G)

				Dallas		IQ+ Cloud Port		NOW		1950 North Stemmons Freeway, Suite 3050, Dallas, TX  75207		n/a		PSB solution, max port size 1G

				New York / NJ		IQ+ Cloud Port		NOW		755 Secaucus Rd, Secaucus, NJ 07094		n/a		PSB solution, max port size 1G

				Seattle		IQ+ Cloud Port		Coming Soon		2001 Sixth Ave, The Westin Bldg Suite 1303, Seattle, WA 98121		n/a		PSB solution coming soon, max port size 1G

				Los Angeles		None		NO		n/a		n/a		No current CTL access to this Azure location

				Atlanta		None		NO		n/a		n/a		No current CTL access to this Azure location

		US Government Cloud

				Virginia		IQ+ Cloud Port		NOW		21701 FILIGREE CT, ASHBURN, VA 20147, Suite 100		n/a		Shared CE exists today. PSB solution coming soon (max port size 1G)

				Silicon Valley		IQ+ Cloud Port		NOW		11 Great Oaks Blvd, San Jose CA 95119 Suite 100		n/a		PSB solution (max port size 1G)

				Iowa		IQ+ Cloud Port		NOW		350 E CERMAK RD, 7th Floor Transport, CHICAGO, IL, 60616		n/a		PSB solution (max port size 1G)

		Europe (EMEA)

				London		IQ+ Cloud Port		Coming Soon		8 Buckingham Avenue, Slough Trading Estate, Berkshire SL1 4NB U.K.		n/a		PSB solution coming soon, max port size 1G

				Amsterdam		None		No		n/a		n/a		No current CTL access to this Azure location

		Asia Pacific

				Singapore		IQ+ Cloud Port		Coming Soon		20 Ayer Rajah Crescent, Ayer Rajah Industrial Park, Singapore 139964		n/a		PSB solution coming soon, max port size 1G

				Hong Kong		None		No		n/a		n/a		No current CTL access to this Azure location

		Australia

				Sydney		IQ+ Cloud Port		Coming Soon		NexDC S1 - 4 Eden Park Drive, Macquarie Park, NSW, 2113		n/a		PSB solution coming soon, max port size 1G

				Melbourne				No		n/a		n/a		No current CTL access to this Azure location

		Japan

				Tokyo		IQ+ Cloud Port		Coming Soon		North Tower, Otematchi Financial City,  Otemachi, 1-9-5, Chiyoda-ku, Tokyo 100-0004 (TY4)		n/a		PSB solution coming soon, max port size 1G

				Osaka		None		No		n/a		n/a		No current CTL access to this Azure location

		South America

				Sao Paulo		None		No		No		n/a		No current CTL access to this Azure location

				MS Express Route Locations		https://azure.microsoft.com/en-us/documentation/articles/expressroute-locations/

				Equinix Exhchange Locations		http://www.equinix.com/resources/data-sheets/equinix-cloud-exchange/

				MS Zones		https://azure.microsoft.com/en-us/pricing/details/expressroute/





http://www.equinix.com/resources/data-sheets/equinix-cloud-exchange/https://azure.microsoft.com/en-us/documentation/articles/expressroute-locations/https://azure.microsoft.com/en-us/pricing/details/expressroute/

CLC

		CenturyLink Cloud Locations

		CLC Region		Cloud Interconnect Location		Service		Interconnect Availability		CTL Network Service Delivery Address		CTL Ordered Cross Connect Required		Notes

		North America

				Chicago (IL1)		IQ+ Cloud Port		NOW		2425 Busse Rd Elk Grove, IL 60007		n/a

				Santa Clara (UC1)		IQ+ Cloud Port		NOW		4700 Old Ironsides Dr. Santa Clara, CA 95054		n/a

				Washington DC (VA1)		IQ+ Cloud Port		NOW		45901 Nokes Blvd. Sterling, VA 20166		n/a

				New York/New Jersey (NY1)		IQ+ Cloud Port		NOW		300 Boulevard East 2nd and 3rd floor Weehawken, NJ 07087		n/a

				Salt Lake City (SL1)				NO		n/a		n/a		No current CTL access to this CLC location

				Seattle (WA1)		IQ+ Cloud Port		NOW		12301 Tukwila International Blvd.  Tukwila, WA 98168

				Toronto (CA2)				NO		n/a		n/a		No current CTL access to this CLC location

				Toronto (CA3)		IQ+ Cloud Port		NOW		6800 Millcreek Dr. Mississauga, Ontario L5N 4J9 Canada		n/a		Flat or Tiered pricing only, DCI not available

				Vancouver (CA1)				NO		n/a		n/a		No current CTL access to this CLC location

		Europe (EMEA)

				London (GB3)		IQ+ Cloud Port		NOW		630 Ajax AvenueSlough, Berkshire SL1 4DG UK		n/a		Flat or Tiered pricing only, DCI not available

				London (GB1)		IQ+ Cloud Port		NOW		Eskdale Road Winnersh Triangle Wokingham, Berks, RG41 5TS UK		n/a		Flat or Tiered pricing only, DCI not available

				Frankfurt (DE1)		IQ+ Cloud Port		NOW		FRA 7 Hanauer Landstrabe 296a Frankfurt Germany 60314		n/a		Flat or Tiered pricing only, DCI not available

		Asia Pacific

				Singapore (SG1)		IQ+ Cloud Port		NOW		29A International Business Park Jurong East, Singapore 609934 		n/a		Flat or Tiered pricing only, DCI not available
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Presenter
Presentation Notes
Provision IQ Private services to AWS Direct Connect
Customer is responsible for direct connect costs and configuration
Initial Release is AWS VPC, 
Firewall / NAT services will be provided when accessing AWS Public Services 
Resilient ports are & Direct Connect service instances are recommended for any production application


High Level Step Review

Capture your AWS account information
Customer requests CenturyLink 1Q+ Cloud Port
CenturyLink provisions 1Q+ Cloud Port

(Optional) Create Redundant Direct Connect Connection
CenturyLink requests Virtual Circuit over the Cloud Exchange
5. Accept the Direct Connect Hosted Connection
Configure the AWS BGP Peering to either VPC or AWS Public
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Customer

Capture your AWS account information

 Finding Your AWS Account ID

* To find your AWS account ID number in the AWS Management Console, click on Support in the navigation bar in the upper right,
and then click Support Center. Your currently signed in account ID appears below the Support menu.

3ign Up Iy Account / Console = English =

AWS Product Information ¥ B Developers +  Support

Welcome Example Account | Sign Qut

Mﬂ“ﬂge Your Account Account Number 1111-2222-3333

Q Services You're Signed Up For

Amazon CloudFormation Amazon Simpl age Service (53)

Amazon CloudFront ple Workflow Service (SWF)
Amazon CloudSearch azon SimpleDB

Amazon CloudWatch Amazon Virtual Private Cloud (VPC)

\L/ .
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http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAlias.html

Customer Requests CenturyLink IQ+ Cloud Port

« To order a CenturyLink IQ+ Cloud Port, contact your CenturyLink Account
Representative

«  Contact your CenturyLink account rep to assist in ordering an 1Q+ Cloud Port

»  Cloud Service Provider (CSP) Information needed by CenturyLink to complete connection
«  AWS Account ID

»  AWS service(s) they you connecting to
*  Public
»  Virtual Private Cloud (VPC)
*  Note: Maximum connection size per VPC is 500megs
«  Each VPC requires a separate VLAN from 1Q+ Cloud Port
«  Tell your account team how many VPC’s you are connecting to
»  Determine the connection size needed to each VPC
*  Note: AWS limits connections of 500Mbps or less per VPC

\L/ .
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CenturyLink Provisions Cloud Port to AWS

* Upon network order submission, CenturyLink will provision a Layer 3 VPN
connection to the requested interconnect point

« Turn up of Layer 3 VPN service to local AWS interconnect point
Layer 3 will be configured on CTL side; Customer will complete Layer 3 turn up on AWS side in later step

« Extension of Layer 2 VLAN(s) between CenturyLink and AWS

« CenturyLink completes configuration, and provides Customer with necessary
information required to complete Layer 3 turn up on AWS side per
environment

Appropriate IP subnet(s)
* Autonomous System Number (ASN) Info

AS Number
BGP Authorization Key
« VLANID
A\ - 1.
-, CenturyLink
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Customer Steps — Accepting & Configuring AWS Environment

NOTE: To simplify and speed up activation of service with CenturyLink (Activation Call), the following steps
should be taken prior to using your CenturyLink Reservation to activate the connection. Full provisioning
steps within the AWS environment can can take up to 1 hour to complete.

®
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Accept the Direct Connect Hosted Connection

Customer

http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted sub1qg provider.html

1. Open the AWS Direct Connect console
at https://console.aws.amazon.com/directconnect/

2. If necessary, change the region. From the navigation bar, select the region | US East N. Virginia)

that meets your needs
3. In the navigation pane, click Connections

4. In the Connections pane, select a connection, and then click the arrow to

expand details about the connection

Create Connection Create Virtual Interface Delete Connection

o @
Filter: Q Search for a Connection X Viewing 3 of 3 Connections
Provided By v Name v Location v Bandwidth~ #Vis~ State
»  AmazonWeb Services  Far East Offices Equinix G2, Singapore  1Gbps 0 down
»  Amazon Web Services  Tokyo Office Equinix G2, Singapore  1Ghps 2 down

@ ~ AnyCompany Hosting  Demo Hosted Connection  Equinix SG2, Singapore  50Mbps 0

Connection Name:  Demo Hosted Connection Connection ID: dxcon-fhBajycc
Type: Hosted Connection Port Speed: 50Mbps
Location: Equinix SG2, Singapore VLAN Assigned: 100

Provided By: AnyCompany Hosting Virtual Interfaces: 0

State: pending acceptance

pending acceptance

Before this connection can be active and used, you must accept it. If you accept, connectivity between your data center and AWS will

be provided by partner.

[#11 understand that Direct Connect port charges apply once | click "Accept Connection”.

—_—>
US West (Oregon)

US West (M. California)
EU (Ireland)

EU (Frankfurt)

Asia Pacific (Singapore)
Asia Pacific (Tokyo)
Asia Pacific (Sydney)

South America (S0 Paulo)

”

Upon accepting the Hosted Connection,
the State field will cycle from “pending
acceptance’, to “pending’, to “down” and
finally to “available”....it can take up to 20
minutes for service to fully activate

LA

5. Select | understand that Direct Connect port charges apply once I click A CenturyLlnk

.+ "Accept This Connection”, and then click Accept Connection

Business


http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html
https://console.aws.amazon.com/directconnect/

Customer
(Optional) Create Redundant Direct Connect Connection

http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted sub1qg provider.html

To configure redundancy, a second Direct Connect link must be created by repeating the same steps from above.

A There are different configuration choices available when you provision two
dedicated connections:

Active/Active (BGP multipath). Network traffic is load balanced across both
connections. If one connection becomes unavailable, all traffic is routed
through the other. This is the default configuration.

\‘ l/ Active/Passive (failover). One connection is handling traffic, and the other is
on standby. If the active connection becomes unavailable, all traffic is routed
through the passive connection.

AWS D|rect nect  AWS \rectConnect
Router 1 Router 2

How you configure the connections doesn't affect redundancy, but it does affect
/ -‘, the policies that determine how your data is routed over both connections. We
| Router recommend that you configure both connections as active. AWS will treat return
| traffic on those links as Active/Active.

Customer Network

$® CenturyLink-

12 Business


http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

Customer Steps - Configuring to AWS VPC Environment

NOTE: To simplify and speed up activation of service with CenturyLink (Activation Call), the following steps
should be taken prior to using your CenturyLink Reservation to activate the connection. Full provisioning
steps within the AWS environment can can take up to 1 hour to complete.

®
SN Link-
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Customer

Create a Virtual Private Gateway (VPG)

http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted sub1g provider.html

« Under VPC Dashboard \ VPN Connections, select “Create Virtual Private Gateway”

3. Select Create
Virtual Private
Gateway

Create Virtual Private Gateway

1. VPC
Dashboard A virtual private gateway is the router on the Amazon side of the VPN tunnel. 4. Enter user-defined
Name tag (i ] name for VPG
Cancel 5. Press "Yes,
Create’

2. Virtual Private
Gateways



http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

Customer

Configure the AWS-Side BGP Peering for VPC Connectivity (o4

1. Before you begin, the following parameters are required:

* CenturyLink Provided
* Anew, unused VLAN tag that you select
* Provided by CenturyLink
« Apublic or private BGP ASN. If you are using a public ASN, you must own it. If you are
using a private ASN, it must be in the 65000 range
* Private provided by CenturyLink
* Public provided by Customer
» BGP MD5 Hash Key for authentication
* Provided by CenturyLink
» AWS Environment pre-requisite
« AVPC environment created to attach to the Direct Connect
« AVirtual Private Gateway to connect between the VPC and the Virtual Interface

« See previous page

\[5 i
-, CenturyLink’
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« Open the AWS Direct Connect console at https://console.aws.amazon.com/directconnect/

* In the Connections pane, select the connection to use, and then click Create Virtual Interface

 Fill in appropriate information provided by CenturyLink (see below)

Resource Groups ~ *

Matthew Holway ~ M. California « Support ~

Gonnactions 4 Create a Virtual Interface
Virtual Interfaces

You may choose to create a private or public virtual interface. Select the appropriate option below.
©Private - A private virtual interface should be used to access an Amazon VPC using private IP addresses.
“JPublic - A public virtual interface can access all AWS public services (including EC2, 53, and DynamoDB) using public IP addresses.

1. Select Private
for VPC

Connections Define Your New Private Virtual Interface

Enter the name of your virtual interface. If youre creating a virtual interface for another account, youll need to provide the other AWS account 1D. For more information

about virtual interface ownership, see "Hosted Virtual Interfaces’ in the AWS Direct Conne o de.
2. User defined
Connection: dxcon-fgOkbv50 (PSE-DEFAU-22423-Pri) o i interface name

Virtual Interface Name: | | i

Virtual Interface Owner: © My AWS Account TAnother AWS Account
VGW: vaw-562d7113 i

3. Select appropriate
Virtual Gateway

icreated in previous steps)

Enter the VLAN ID, if not already supplied by your AWS Direct Connect partner, and the IP Addresses fg ace and the AWS Direct Connect interface.

VLAN number pre-
populated

AN :

|220 | i

Auto-generate peer IPs: i

Your router peer IP: |-|0_0.Q_1;30 | i 5. CenturyLink side IP

Amazon router peer IP: |10_0.0_2530 | i 6. AWS side IP

Before you can use your virtual interface, we must establish a BGP session. You must provide an ASN for your router. You will also need an MD5 key to authenticate the

BGP session. We can generate one for you, or you can supply your own.
B. ASN Provided by
BGP ASN: |550m | i CenturyLink

10 Auto-generate BGP key: i

BGP Authentication Key:  [xooooooooooood |
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When creating a new Virtual Interface for Private (VPC)

Under Define Your New Private Virtual Interface, do the following:

1.

2.

Select Private for VPC Connections

In the Interface Name field, enter a name for the virtual interface

In Interface Owner, select the My AWS Account option if the virtual interface is for
your AWS account ID

3.

In the VGW list, select the virtual gateway to connect to

The VLAN # field will already be filled in and grayed out

4.

To specify the CenturyLink provided IP addresses yourself, clear the
Auto-generate peer IPs check box

Inthe ‘Your Router Peer IP’ field, enter the CenturyLink side IP
address that Amazon will send traffic to.

In the ‘Amazon Router Peer IP’ field, enter the AWS side IP address
you will use to send traffic to AWS

To enter the CenturyLink-provided BGP key, clear the Auto-generate
BGP key check box

In the BGP Authorization Key field, enter the BGP MD5 key provided by
CenturyLink

In the BGP ASN field, enter the CenturyLink provided Border Gateway
Protocol (BGP) Autonomous System Number (ASN) of your gateway;
for example, a number between 1 and 65534

Create a Virtual Interface

You may choose to create a private or public virtual interface. Select the appropriate option below.
(OPrivate - A private virtual interface should be used to access an Amazon VPC using private IP addresses.
" Public - A public virtual interface can access all AWS public services (including EC2, $3, and DynamoDB) using public IP addresses.

Define Your New Private Virtual Interface

Enter the name of your virtual interface. If youre creating a virtual interface for another account, youll need to provide the other AWS account ID. For
more information about virtual interface ownership, see 'Hosted Virtual Interfaces' in the AWS Direct Connect Getting Started Guide.

Connection:  dycon-foDkbrs0 (PS-DEFAU-22423-r) [ i

Virtual Interface Name: i

Virtual Interface Owner: @My AWS Account
VGW:  vgu-se20713 | i

“Another AWS Account i

Enter the VLAN ID, if not already supplied by your AWS Direct Connect partner, and the [P Addresses for your router interface and the AWS Direct
Connect interface.

VLAN: 359 i
Auto-generate peer IPs: [ i
Your router peer IP: £5.125.0.1/30 i

Amazon router peer IP: [gs 125 02720 i

Before you can use your virtual interface, we must establish a BGP session. You must provide an ASN for your router. You will also need an MOS key to
authenticate the BGP session. We can generate one for you, or you can supply your own.

BGP ASN: 1234 i

Auto-generate BGP key: [ i

BGP Authentication Key:  yoxoonomooonx i

2 s CenturyLink-
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5. View the Router (BGP) Configuration

* In the Virtual Interfaces pane, select a virtual interface, click the arrow to show more details
« State will go from , to down, to available (this step can take up to 20 minutes to complete)

i‘i Services Resource Groups ~ * Matthew Holway ~  N. California ~  Support
. Create Virtual Interface Delete Connection = | @
Connections ‘
Virtual Interfaces Filter: O X Viewing 1 of 1 Connections (T
Provided By Name Location Bandwidth~ #Vis State
- EQUINIX NNI PSB-DEFAU-22423-Pri  Equinix SV1 & SV5, San Jose, CA 50Mbps 1 available
Connection Name: PSB-DEFAU-22423-Pri Connection ID: dxcon-fgOkbv50
AWS Account: Location: Equinix SV1 & SV5, San Jose, CA
Provided By: EQUINEX NNI Port Speed: 50Mbps
Type: Hosted Connection VLAN Assigned: 220
State: available Virtual Interfaces: 1 View Virtual Interfaces

Create Virtual Interface

\1/ .
-, CenturyLink’
Business


http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

Customer

Attach a Virtual Private Gateway (VPG) to VPC

http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted sub1qg provider.html

* Under VPC Dashhoard \ VPN Connections, select your Virtual Private Gateway

Services Resource Groups ~ * Matthew Holway ~ M. California ~ = Support ~
VPC Dashboard ; (o AT TR 2 TR E V| Delete Virtual Private Gateway | Attach to VPC o o | ©
Filter by VPG: "

None s Q}, Search Virtual Private Gatewa X “ ©1to 1 of 1 Virtual Private Gateway =
Virtual Private Cloud Name =AlL v State - Type - VPC 1. Sslect Aiach
to VPC'
Your VPCs @ TESTVPG vgw-562d7113 detached ipsec.1

Attach to VPC

Select the VPC to attach to the virtual private gateway

VPC  vpc-d25dd3b7 & @
1. Select the -
VPC
e

Note: It can take up to 20 minutes for VPG to show state of ‘Attached’ to the VPQ .
%, s CenturyLink-
19 Business



http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

Customer Steps - Configuring to AWS Public Environment

®
SN Link-
- | | IS enturyLin
© 2015 CenturyLink. All Rights Reserved. The CenturyLink mark, pathways logo and certain CenturyLink product names are the property of CenturyLink. All other marks are the property of their

2() respective owners. Services not available everywhere. Business customers only. CenturyLink may change or cancel services or substitute similar services at its sole discretion without notice. Bu5| n ess



Customer

Configure the AWS-Side BGP Peering for VPC Connectivity (o3

1. Before you begin, the following parameters are required:
* CenturyLink Provided
* Anew, unused VLAN tag that you select
* Provided by CenturyLink

» A Public BGP ASN. The Public ASN can either be customer provided, or if one is not
available, CenturyLink will utilize its own Public ASN for peering with AWS
* Public owned provided by Customer
* |f no Public owned, then provided by CenturyLink

» BGP MD5 Hash Key for authentication
* Provided by CenturyLink

» AWS Environment pre-requisite
* None

\I/X .
-, CenturyLink’
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» Open the AWS Direct Connect console at https://console.aws.amazon.com/directconnect/
* In the Connections pane, select the connection to use, and then click Create Virtual Interface
* Fill in appropriate information provided by CenturyLink (see below)

Gonnections P Create a Virtual Interface

Virtual Interfaces You may choose to create a private or public virtual interface. Select the appropriate option below.

" Private - A private virtual interface should be used to access an Amazon VPG using private |P addresses.

©Public - A public virtual interface can access all AWS public services (including EC2, S3, and DynamoDB) using public IP addresses.
1. Select Public

Define Your New Public Virtual Interface
This virtual interface will have access to AWS public services in all US regions. For more information, see the user guide.

Enter the name of your virtual interface. If youre creating a virtual interface for another account youll need to provide the other AWS account ID. For mare information
about virtual interface ownership, see "Hosted Virtual Interfaces' in the AWS Direct Conne,

2. User defined

Connection: dxcon-fgOkbvs0 (PSB-DEFAU-22423-Pri) interface name

Virtual Interface Name: | i

Virtual Interface Owner: @My AWS Account (T Another AWS Account i

Enter the VLAN ID, if not already supplied by your AWS Direct Connect partner, and the IP Addressesfo

intgrface and the AWS Direct Connect interface.
VLAN number pre-
populated

3. CenturyLink side IP

VLAN:  |220 | i

Your router peer IP: |55.125‘0.1f30 | i

Amazon router peer IP: |65.‘|25.0.2,f30 | i 4. AWS side IP

you would like to announce to
AWS. You will also need an MD5 key to authenticate the BGP session. We can generate one for you, or Y 5. Public ASN

Provided by
6. Uncheck BGP ASN: |‘|234
Auto-generate BGP key: [ (i

Customer
BGP Authentication Key: |xxxxx>()(xx><)(xx><

8. Nat Pool Prefixes
provided by CenturyLink
(typicalty the IP block fram step 304
sbowe)

Prefixes you want to advertise: |35,125‘0.0,3o |

22

It may take up to 72 hours to verify that your IP prefixes are valid for use with Direct Connect.
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*  When creating a new Virtual Interface for AWS Public

* Under Define Your New Public Virtual Interface, do the following:
1. Select Public for AWS Public Services

Create a Virtual Interface

You mey thoose |o creale a private or pubic wrlual inlerface Select the appropriate option below.
! Private - & private vitual interface should be used to access an Amazon VPG using prvate P addresses

2. |n the |nterface Name fleld, enter a name for the Virtual interface & Public - A puble vitual inlerface can access all AWS public services (including EC2, 53, and DynamaD8) using public [P addresses
* InInterface Owner, select the My AWS Account option if the virtual interface is for your
AWS account ID Define Your New Public Virtual Interface

Enter Ihe name of your virfual interface. If you're creating a vidual interface for another account, you'l need 1o provide the other AW account ID. For

° The VLAN # field will already be filled in and grayed out miare information about virual interface ownership, see "Hosted Virual Inferfaces” in the AWS Direct Connect Cetling Starled Guide

Connection:  con-ffsddp!s (Fer East Offices) = |
3. Inthe ‘Your Router Peer IP’ field, enter the CenturyLink side IP address that
Amazon will send traffic to.

Inerface Name: I

Intertace Owner. @ Ny AWS Account ) Anoffer AWS Account

4. Inthe ‘Amazon Router Peer IP’ field, enter the AWS side IP address you Wil Eoter the vLan 10, 1tnot aready supplied by your ANS Drect Connect partner, and the P Addresses for your router inferface and ine AWS Direct

use to send traffic to AWS Comeet nletace

VLAN: i

5. In the BGP ASN field, enter either your Pubic ASN, or if unavailable, the S :
CenturyLink provided Border Gateway Protocol (BGP) Autonomous System \

Number (ASN) of your gateway Amazan router peer i

Before you can use your vifual interface, we must establish 3 BGP session. You must provide an ASN for your router. and any prefises you would ke

6. To enter the CenturyLink provided BGP key, clear the Auto-generate BGP o announce to AWS. You wil also need an MDS key to authenticate the BEP session. W (an generale one fof you, or you Can Supply your oun

key check box
BGP ASN; i
7. Inthe BGP Authorization Key field, enter the BGP MD5 key NP a8
Prefixes you want to advertise. i
8. Inthe Prefixes You Want To Advertise field, enter the NAT pool IP’s Imay take up o 72 hours o verfyhat you P prefies are vak o use wh Diect Connect
provided by CenturyLink (typically these will be the IP’s used in the
previous step in this process) i

2 s CenturyLink-
23 Business


http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

AWS Direct Connect Resources

Overview https://aws.amazon.com/directconnect/

Details http://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html

VPC Endpoints http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-endpoints.html

Pricing https://aws.amazon.com/directconnect/pricing/
» There are different price rates for traffic to the local AWS region and remote AWS regions

FAQ https://aws.amazon.com/directconnect/fags/

How to configure | http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

AWS Locations See FAQ

Diversity » Single port is single path all the way to AWS
»  PE/Path diversity available by ordering 2 1Q ports & 2 Direct Connect instances
»  Full diversity achieved by ordering at 2 separate locations

Notes Traffic to/From AWS is rate limited to 500 mbit/sec when using an exchange provider
+ Higher bandwidths are available at following locations via DCI circuits + cross connects.
« 21701 Filigree, Ashburn VA (Equinix DC5 / US East - Virginia)
* 11 Great Oaks Blvd, San Jose CA (Equinix SV1 / US West — Northern California)
» 350 E Cermak Rd, 7th Floor Transport, Chicago, IL 60616 (Equinix CH1, CH2, and CH4)
»  Dynamic Routing via BGP
»  VPC support bring your own private |P

v ~ CETMuryLImiK®
[\ .
Business


https://aws.amazon.com/directconnect/
http://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-endpoints.html
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/faqs/
http://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted_sub1g_provider.html

	CenturyLink IQ+ Cloud Port�to AWS Direct Connect
	Roles and Responsibilities
	Purpose	
	Background Information
	IQ+ Cloud Port for Amazon Direct Connect
	High Level Step Review
	Capture your AWS account information
	Customer Requests CenturyLink IQ+ Cloud Port
	CenturyLink Provisions Cloud Port to AWS
	Customer Steps – Accepting & Configuring AWS Environment
	Accept the Direct Connect Hosted Connection
	(Optional) Create Redundant Direct Connect Connection� 
	Customer Steps - Configuring to AWS VPC Environment
	Create a Virtual Private Gateway (VPG)
	Configure the AWS-Side BGP Peering for VPC Connectivity (1 of 4)
	Create the Virtual Interface: AWS-Side BGP Peering for VPC Connectivity (2 of 4)
	Configure the Virtual Interface: AWS-Side BGP Peering for VPC Connectivity (3 of 4)
	Create the AWS-Side BGP Peering for VPC Connectivity (4 of 4)
	Attach a Virtual Private Gateway (VPG) to VPC
	Customer Steps - Configuring to AWS Public Environment
	Configure the AWS-Side BGP Peering for VPC Connectivity (1 of 3)
	Create the Virtual Interface: AWS-Side BGP Peering for Public Connectivity (2 of 3)
	Configure the Virtual Interface: AWS-Side BGP Peering for Public Connectivity (3 of 3)
	AWS Direct Connect Resources

